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BASIC INTERNAL CONTROL QUESTIONNAIRE

We are providing this operational tool to assist you.  If you use this tool please be aware that it may not be appropriate for your needs.  You retain the responsibility to confirm its correctness for your intended use and its compliance with laws, regulations and authoritative literature.  HC Healthcare Consulting, LLC, its employees and staff make no representation, guarantee or warranty, express, or implied, and will bear no liability for the results or consequences of its use.  HC Healthcare Consulting, LLC retains no responsibility to revise or update this tool.
This questionnaire contains inquiries related to common functions of the accounting department which are particularly susceptible to fraudulent activities.  Although not designed to be all-inclusive, we hope that it will assist you in creating strong internal controls and fraud prevention procedures to safeguard the assets of the organization. 
Consult with your local accountant, financial statement auditor or a fraud prevention specialist to assist in evaluating and developing policies and procedures specific to your company or organization.
As you answer the questions on the following pages, keep in mind that if possible, the following duties should be performed by different people:

· Authorization and approval

· Recording

· Custody

When this level of separation of duties is not possible, consider utilizing outside bookkeepers, accountants and other service organizations.  Detail reviews and increased monitoring by owners or managers may as be utilized as detective controls. 
Note that “No” answers to these questions may indicate a weakness in controls that should be strengthened or mitigated by increased owner/manager review and monitoring.

	Question
	Yes
	No
	N/A
	Comments

	Accounts Receivable and Revenue

	1. Is the billing function performed by someone other than the person(s) recording patient payments? 
	
	
	
	

	2. Is the general ledger function independent of the billing and cash posting functions?
	
	
	
	

	3. Are billings compared to timekeeping documents to ensure that all visits performed are properly billed?
	
	
	
	

	4. Are adjustments and write-offs to accounts receivable reviewed and approved by someone other than those performing billing and cash posting functions? 
	
	
	
	

	5. Are adjustment journals periodically reviewed to determine that proper approval was obtained before adjustments were posted?
	
	
	
	

	6. Is the mail opened by someone other than the person(s) recording patient payments? 
	
	
	
	

	7. Are patient payments deposited promptly or stored in a secure location?
	
	
	
	

	8. Are employees with billing and cash posting responsibilities required to take vacations?
	
	
	
	

	9. Do other employees perform these duties when the vacationing employee(s) is absent?
	
	
	
	

	10. Are detailed aged accounts receivable regularly reviewed by the owner/manager or a person other than those with billing and cash posting duties?
	
	
	
	

	11. Are accounts receivable and revenue amounts compared to prior periods and budgets to identify unusual trends or unexpected results? 
	
	
	
	

	12. Is access to computerized accounts receivable records limited to those with a logical need for such access?
	
	
	
	

	Accounts Payable and Expenses

	1. Is the general ledger function independent of the accounts payable function?
	
	
	
	

	2. Are vendor invoices reviewed and approved by someone other than the person with accounts payable and check preparation duties?
	
	
	
	

	3. Are original vendor invoices required before payments are made?
	
	
	
	

	4. Are original receipts required before credit card or employee expense reimbursement payments are made?
	
	
	
	

	5. Are checks prepared only after matching of vendor invoices, other supporting documentation and proper approval?
	
	
	
	

	6. Are vendor invoices and supporting documentation canceled (i.e. marked with check number) to prevent duplicate payments?
	
	
	
	

	7. Does the check signer review all supporting documentation?
	
	
	
	

	8. Are checks signed by someone other than the person preparing the checks?
	
	
	
	

	9. Are checks signed only when needed – not in advance?
	
	
	
	

	10. Is blank check stock kept in a secure location? 
	
	
	
	

	11. Are checks not returned to the preparer after signing?
	
	
	
	

	12. Are checks pre-numbered and the sequence accounted for? 
	
	
	
	

	13. Are voided checks and other voided documents canceled and retained?
	
	
	
	

	14. Are adjustments to vendor balances reviewed and approved by someone other that person performing accounts payable functions?
	
	
	
	

	15. Are employees with accounts payable duties required to take vacations?
	
	
	
	

	16. Do other employees perform these duties when the vacationing employee(s) is absent?
	
	
	
	

	17. Are detail accounts payable regularly reviewed by the owner/manager or a person other than the person approving invoices for payments or preparing checks?
	
	
	
	

	18. Are accounts payable and expense amounts compared to prior periods and budgets to identify unusual trends or unexpected results?
	
	
	
	

	19. Is access to computerized accounts payable records limited to those with a logical need for such access?
	
	
	
	

	Bank Account Functions

	1. Is the mail opened by someone other than the person(s) recording accounts payable and preparing checks?
	
	
	
	

	2. Are general ledger bank accounts reconciled regularly to bank statements?
	
	
	
	

	3. Are bank account reconciliations and other banking functions independent of cash posting and accounts payable functions?
	
	
	
	

	4. Are employees performing banking functions required to take vacations?
	
	
	
	

	5. Do other employees perform these duties when the vacationing employee(s) is absent?
	
	
	
	

	6. Are bank account balances regularly compared to prior periods and budgets to identify unusual trends or unexpected results?
	
	
	
	

	7. Is access to online banking activities independent of accounts receivable, accounts payable, and payroll functions?
	
	
	
	

	8. Is access to online banking activities limited to those with a logical need for such access?
	
	
	
	

	Inventories

	1. Are medical supplies and other inventories adequately safeguarded?
	
	
	
	

	2. Is physical custody of inventories independent of purchasing, billing, and accounts payable and general ledger functions?
	
	
	
	

	3. Are physical inventory counts supervised by the owner/manager or another appropriate person at each location?
	
	
	
	

	4. Are check-out procedures in place for supplies and are “truck inventories” included in physical counts?
	
	
	
	

	5. Are prices, extensions and footings of inventory physical counts rechecked by someone other than the person performing the counts?
	
	
	
	

	6. Are general ledger accounts reconciled to physical counts of inventory?
	
	
	
	

	7. Does the owner/manager review and approve adjustments to inventory accounts?
	
	
	
	

	8. Are employees with inventory receiving and custodial duties required to take vacations?
	
	
	
	

	9. Do other employees perform their duties when the vacationing employee(s) is absent?
	
	
	
	

	10. Are inventory balances and related expenses regularly compared to prior periods and budgets to identify unusual trends or unexpected results?
	
	
	
	

	11. Is access to computerized inventory records limited to those with a logical need for such access?
	
	
	
	

	Property and Equipment

	1. Are adequate physical safeguards over property and equipment employed?
	
	
	
	

	2. Is there separation of duties between initiating purchases, asset custody and recordkeeping?
	
	
	
	

	3. Are identification tags permanently affixed to fixed assets upon acquisition?
	
	
	
	

	4. Are periodic physical inventories of moveable fixed assets taken and reconciled to detailed fixed asset records?
	
	
	
	

	5. Do dispositions or transfers require appropriate supporting documentation and approval?
	
	
	
	

	6. Does the owner/manager review and approve write-offs or other adjustments to property accounts?
	
	
	
	

	7. Is access to computerized inventory records limited to those with a logical need for such access?
	
	
	
	

	Payroll and Related Expenses

	1. Are the persons performing the following functions independent of each other: 
	
	
	
	

	a. Approve hours worked, visits made and mileage reimbursements?
	
	
	
	

	b. Distribute paychecks/pay stubs?
	
	
	
	

	c. Maintain personnel records?
	
	
	
	

	d. Hire employees (does not need to be separate from a.)?
	
	
	
	

	2. Are overtime hours approved before the work is performed?
	
	
	
	

	3. Is the general ledger function independent of the payroll preparation function?
	
	
	
	

	4. Is the payroll bank account reconciled by someone other than the person(s) preparing payroll?
	
	
	
	

	5. Is there restricted access to:

a. Blank payroll checks

b. Facsimile signature plates

c. Personnel records
	
	
	
	

	6. Are payroll checks pre-numbered and the sequence accounted for?
	
	
	
	

	7. Does someone other than the person preparing payroll enter changes such as new hires, terminations, and changes in pay rates into the payroll system?
	
	
	
	

	8. Is the person(s) with payroll preparation responsibility restricted from making such changes?
	
	
	
	

	9. Are visits, hours and other types of production-based compensation compared to billings to ensure that employees are paid only for time worked?
	
	
	
	

	10. Before checks are issued and direct deposits transmitted is payroll reviewed to ensure that no unauthorized employees are paid and only authorized pay rates are used?
	
	
	
	

	11. Are dual signatures required on amounts over pre-determined thresholds?
	
	
	
	

	12. Are employees with payroll responsibilities required to take vacations?
	
	
	
	

	13. Do other employees perform payroll functions when the vacationing employee(s) is absent?
	
	
	
	

	14. Are procedures in place to ensure that payroll taxes are remitted in a timely manner and payroll tax returns are filed when due?
	
	
	
	

	15. Are payroll related expenses regularly compared to prior periods and budgets to identify unusual trends or unexpected results?
	
	
	
	

	16. Is access to computerized payroll records limited to those with a logical need for such access?
	
	
	
	

	Payroll – Outside Service Organization

	1. Do you maintain control totals for amounts submitted for processing?
	
	
	
	

	2. Is all information provided to the services such as pay rates, withholdings, etc. properly authorized?
	
	
	
	

	3. Are payroll registers (journals) and reports reconciled to control totals?
	
	
	
	

	4. Are payroll registers (journals) approved by the owner/manager?
	
	
	
	

	System Access Controls

	1. Are passwords confidential and unique?
	
	
	
	

	2. Are passwords required to be changed periodically?
	
	
	
	

	3. Are passwords for terminated employees cancelled immediately?
	
	
	
	

	4. Are audit logs reviewed regularly to identify unauthorized or unusual access?
	
	
	
	


Review and Monitoring Methods
1. Review bank statements and returned documents to identify the following:
a. Unfamiliar or incompatible vendors.

b. Unusual or duplicate amounts.

c. Checks endorsed by someone other than the payee.

d. Unusual or unexpected deposits or withdrawals.

e. Expected transactions (i.e. electronic payroll tax payments) that are missing.

2. Review vendor lists for the following:

a. Employee names.

b. Vendors with employee addresses.

c. Vendor names with the same initials as an employee.

d. Similar vendor names or vendor name consisting only of initials.

e. Credit card vendors or banks with which the company does not do business.

3. Review active employee lists for the following:

a. Terminated employees.

b. Employees with the same last name.

c. Employees with the same address.

d. Employees you have not met.

4. Review trended balance sheets and income statements monthly to identify:

a. Variances from budgets and expectations.

b. Unusual trends or ratios that over time may eventually indicate fraudulent activities.
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